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Supply chain email template - asking suppliers to certify to Cyber Essentials

This email serves as a template for communication with suppliers. 

Please note that the highlighted sections are optional and should be included, modified, or removed as appropriate by your organisation before sending.



Subject: Strengthening Supply Chain Security through Cyber Essentials Certification

Dear [supplier name],

As part of our ongoing commitment to safeguarding our operations and ensuring the resilience of our supply chain, we are asking [insert supplier security segment] to achieve [Cyber Essentials/Cyber Essentials Plus certification] by [x date]. 

[To support you in this important endeavour, we are offering a fully funded 60 minutes cyber security consultation with a Cyber Advisor.]

[This will be a requirement in any contract renewals for x supplier security segment.]

[By achieving and maintaining Cyber Essentials certification, you will no longer be required to complete our annual Supply Chain Assurance questionnaire.]

[For the first year, we will provide a voucher which is refundable against the cost of Cyber Essentials certification. Claim your voucher [add link or email address]]


[We will provide a fully funded support package to help you achieve Cyber Essentials/Cyber Essentials Plus.  This includes [X hours] of remote support with a Cyber Advisor to guide you through the process, including hands-on technical help to implement the controls on your systems. Please contact [add link or email address]]
Bespoke packages of support can be arranged with IASME, please contact supplychain@iasme.co.uk to discuss options.  


[add other incentives]

Why are we asking this?

As a major UK business, [insert name] are committed to protecting our operations, our digital platforms and the data of all our stakeholders—including our customers and supply chain partners. 
Recent high-profile incidents show that cyber criminals increasingly target suppliers and third parties to access other organisations. Even a small supplier with weak security can impact operations or become the entry point for a major breach, leading to financial loss, reputational damage, and disruption across the supply chain. 

Why Cyber Essentials?

Cyber Essentials is a UK government-backed scheme centred around five core controls designed to protect organisations of all sizes from common internet-based threats. Cyber Essentials is the minimum baseline standard advised by the UK’s national technical authority for cyber security, the National Cyber Security Centre (NCSC). Implementing the five controls has a proven, significant impact on strengthening a company’s cyber defences. Annual certification costs between £320-£600 +VAT depending on the size of your organisation. 
Cyber Essentials Plus includes a technical audit of the same controls by a licensed Assessor, and the cost will depend on the size and complexity of the network. You can arrange a quote via the IASME webpage.

How does this help you?

· Competitive advantage. Certification demonstrates your commitment to cyber security, building trust with partners and clients. It is often a prerequisite for working with government and larger enterprises.  
· Reducing risk. Insurance data has shown that organisations certified to Cyber Essentials are 92% less likely to make a cyber insurance claim compared to those without certification. 
· Cost savings. More than three quarters of surveyed suppliers reported that being Cyber Essentials certified reduces the time spent responding to due diligence requests from their clients and customers.
· Cyber insurance and incident response. Any UK organisation with a turnover under £20m that certifies their whole organisation to Cyber Essentials is entitled to free cyber liability insurance. This cover includes access to a 24-hour incident response emergency helpline, giving smaller organisations immediate access to technical, legal, and crisis management services in the event of a cyber attack.


Next steps

If your organisation already has a current Cyber Essentials certification, well done, you are ahead of the curve! Please continue to renew your certification each year.

If you do not hold Cyber Essentials certification, we encourage you to begin the process of achieving certification as soon as possible. 

There are plenty of free help and resources to help you get started:
· Free 30-minute consultation with a Cyber Advisor
SMEs (organisations with fewer than 250 employees) can take advantage of a free 30-minute call with an NCSC-assured Cyber Advisor. During this session, you will receive practical recommendations, answers to your questions about Cyber Essentials, and actionable steps you can implement immediately.
Sign up for a free 30-minute consultation with a Cyber Advisor on the IASME website

· Understand your starting point and create an action plan
The Cyber Essentials Readiness Tool is an interactive online quiz that helps you understand how the cyber security in your organisation compares to the cyber security required for Cyber Essentials. This acts like a gap analysis. If there are areas where you need to put more controls in place, you will get a link to guidance about how to make those changes, and this is summarised in an action plan that is based on the answers you gave. 

· Access comprehensive information and guidance 
The Cyber Essentials Knowledge Hub is an online library of guidance and support documents, ranging from basic information explaining phishing and cloud computing to detailed information about the technical requirements of each of the five controls. Most of the guidance is written for non-technical people and explains IT and cyber security measures in clear accessible language.

For more information about the scheme, including how to get started, please visit the IASME website or the Cyber Essentials Knowledge Hub.

By adopting Cyber Essentials, you are not only protecting your own organisation but also contributing to the security and resilience of the entire supply chain.

Fully funded extended consultation with a Cyber Advisor

To support you in taking the first steps toward Cyber Essentials certification, we are pleased to offer an additional fully funded 60-minute consultation with a Cyber Advisor assured by the National Cyber Security Centre (NCSC). This programme, run by IASME and funded by [name of sponsor org], is designed to help SMEs like yours improve their cyber security and prepare for certification.

During the session, you’ll receive:
· Practical guidance about improving your cyber security
· Answers to any questions about Cyber Essentials certification
· Suggested next steps tailored to your organisation
This is a no-strings-attached opportunity to get expert advice and take the first step toward protecting your organisation from cyber threats.

Eligibility for the free consultation
This programme is open to SMEs in our supply chain that:
· Have fewer than 250 employees
· Are preparing for Cyber Essentials certification
· Are ready to engage with a Cyber Advisor to discuss their current cyber security setup


To get started:

1. Sign up for your free consultation: Register and apply [enter webpage]
2. Schedule your consultation: An NCSC-assured Cyber Advisor will contact you to arrange your free 60-minute consultation.

If you have any questions or need further guidance, please email [insert contact email].

Best regards,
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